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Kurzfassung

Es ist moglich mittels des OpenVADL Projekts eine [Vienna Architecture Description
Language (VADL) Spezifikation zu schreiben und daraus einen Instruction Set Simulator
(ISS) zu generieren. Zum Priifen der Korrektheit dieser Simulatoren werden automatisch
Tests generiert und das Ergebnis wird schlussendlich mit einem Referenz-1SS| verglichen.
Die jetzige Implementierung beziiglich des Vergleichs der Simulatoren ist allerdings
inakkurat, da nur der Endzustand und auch nur die Registerwerte verglichen werden.

Demnach wurde als Hauptziel dieser Arbeit die Implementierung eines effektiven und
effizienten Co-Simulators festgelegt. Insbesondere wird, im Vergleich zum vorherigen
Programm, direkt mit der Quick Emulator (QEMU)-API gearbeitet, was Vergleiche auf
Instruktions-, Translation Block (TB)- und Speicherzugriffs-Ebene erméglicht.
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Abstract

The OpenVADL project allows the generation of an Instruction Set Simulator (ISS).
Automatically generated tests are used to verify its correctness, where the result of the
generated |ISS is compared with a reference-ISS. However, the current implementation,
regarding the comparison of the simulators, is inaccurate, given that only the final state
and also only the register-values are compared.

Therefore, the main goal of this thesis is to implement an effective and efficient Co-
Simulator. In comparison with the previous implementation, the Co-Simulator makes
use of the |Quick Emulator (QEMU)-API, which allows comparisons on an instruction-,
Translation Block (TB)- and memory-access-level.
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CHAPTER

Introduction

The implementation of a CPU is based on an Instruction Set Architecture (ISA) - a
specification which defines the instructions that are valid for a CPU that implements it.
Due to the complexity of the specification, testing such an implementation thoroughly is
important to show its correctness. In terms of testing-strategies, one such option would
be to manually write a suite of tests for each instruction and assert the expected result for
each test-case. However, this is hardly a viable solution if the goal is to get a meaningful
coverage of the ISA|in reasonable development time. A better option is the generation of
test-cases - in this case instructions - which allow coverage of many different inputs for
each instruction using a comparatively short implementation.

The OpenVADL! project allows the generation of an Instruction Set Simulator (ISS) - a
software-based implementation of an[ISA/using Vienna Architecture Description Language
(VADL) as the |Processor Description Language (PDL). In order to test the capabilities
and correctness of the description language and the compiler, multiple implementations
of real-world ISAB, such as RISC-V, AArch and PPC are currently developed by the
OpenVADL team. Testing the generated [ISS is done by using test-generation and
comparing the behavior to an existing implementation which is assumed to be correct.

In the context of this thesis, a Co-Simulator is implemented. A program that allows
simultaneous execution of both [SSs and comparing their states during each execution-step
- failing the test if any divergence in behavior is detected between the two implementations.

In Chapter 2/Background|an overview of the OpenVADL project, Co-Simulation, ISA|and
Quick Emulator (QEMU) is given. Chapter |3 Implementation contains the implementation
of the Co-Simulator which is then evaluated in terms of accuracy and performance in
Chapter 4 Evaluation. Finally, Chapters 5/ Related Work| and |6//Conclusion| list related
work and implementations in other systems as well as planned future improvements to
the current implementation.

Thttps://github.com/OpenVADL /openvadl







CHAPTER

Background

2.1 Instruction Set Architecture

When a program is compiled into machine-code, the compiler makes assumptions about
which registers, instructions and general behavior are defined on any machine the program
is targeted for. Processors which comply with these assumptions are able to correctly
parse and execute these programs. These general assumptions are called the [Instruction
Set Architecture (ISA), an interface which defines the general behavior of a processor,
such as its registers, memory model, instructions or interrupt handling [Deg12]. However,
it is irrelevant, for example, how an instruction is implemented inside a processor, as
long as it matches the given specification. Therefore, multiple correct implementations of
the same [ISA|are possible. However, these differences in the so-called micro-architecture,
or computer organization, of a processor may result in better or worse performance or
power usage depending on the programs being run.

Some examples of real-world [SAs are AArch64, RISC-V or x86. Generally, it is also
possible to further group different [SAs based on their design philosophy, usually Complex
Instruction Set Computer (CISC) (x86) or Reduced Instruction Set Computer (RISC)
(AArch64, RISC-V) |Ale92].

2.2 QEMU

"QEMU] is a generic open source machine emulator and virtualizer." [abo25] In short,
QEMU supports two different kinds of emulation.

System Emulation is able to emulate a full virtual machine including its CPU, memory
and other devices such as network cards and USB devices [gem25c¢| [qgem25a].

User Mode Emulation only emulates the CPU and expects the host and guest operating
systems to be the same. Therefore, this mode allows executing programs compiled for a

3
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different CPU architecture to be run on the host while system call translation, POSIX
signal handling and threading are done by QEMU |[qem25d].

In order to emulate the instructions of the CPU, one of multiple hardware-based hypervi-
sors (also known as accelerators in QEMU) such as KVM, Xen or Windows Hypervisor
Platform can be chosen [gem25c]. Notably, QEMU also offers a software-based accelera-
tor known as the Tiny Code Generator (TCG). Besides supporting a larger set of host
operating systems and architectures |qgem25¢], QEMU also provides a plugin interface
for the TCG backend, making it possible to dynamically link code to a running QEMU
process and subscribe to different internal events such as the translation and execution
of individual instructions [gem26a]. To improve performance, the TCG also introduces
so-called Translation Block (TB)s, which define groups of translated instructions that
assume a given CPU state [qem26b]. Using [TBs together with Direct block chaining
allows the execution of many translated instructions with less overhead per executed
instruction.

Finally, QEMU also provides a suite of tools! as well as remote debugging from the host
system via gdb using the gdbstub [qem25b].

2.3 OpenVADL

OpenVADL offers a new, open-source implementation of VADL [FHH'25]. By specifying
the ISA with |[VADL, it is possible to automatically generate a|(QEMU based [ISS. Defining
the ISA of a processor is done inside the instruction set architecture definition
of the specification. Listing 2.1 gives an example specification which simply defines a
program counter and a register file with 32 registers each 64-bit large.

I instruction set architecture ISA = {
program counter PC: Bits <64>
register S: Bits<5> -> Bits <64>

')
Listing 2.1: Example VADL ISA

If given a proper specification, OpenVADL then generates a custom QEMU| target which
serves as the [ISS.

2.4 Software Testing

In software development, automated testing is used to improve the quality of the software
either by assisting in finding bugs or proving their absence. When writing tests, many

"https://qemu-stsquad.readthedocs.io/en/latest /tools/index.html
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different approaches can be taken, each with different benefits and tradeoffs. Usually,
tests can be categorized by different factors.

The scope or level of the test, such as Unit-Tests, Integration Test or System Tests,
defines whether a test covers only a small module, multiple modules or even the whole
application [SM17, [Uma23].

The testing methodology groups tests based on how much the test-code knows about
and interacts with the application code. For example, as described in [SM17], Black Box
Testing implies that no application code internals are known during the execution of the
test and a test result only depends on the output of the executed code. On the other
hand, a White Box test has full knowledge over the application code and allows for tests
such as Decision, Branch or Path coverage tests.

Additionally, tests may also be generated. Usually, a handwritten test with predefined
inputs can be validated by comparing the output of the tested code with some expectation.
However, a problem arises when the test, i.e., its inputs, are randomly generated: It is
now more difficult to provide a correct expectation since the input is no longer fixed.
This problem of defining a suitable system that correctly verifies the output of a program
is commonly known as the "Test Oracle Problem", where the "Test Oracle" is this
aforementioned system [Che]. Property-Based testing may be used in case a Test Oracle
can be fully derived from the inputs given that the input space is known [tes26c]. For
example, a test using property-based testing might check whether the addition of any
number with zero always results in the same number. However, defining an exhaustive
set of properties for a larger application might be difficult. Another option might be to
compare the output of the program to other existing implementations. This method is
usually called Differential Testing where a difference in outputs is usually interpreted as
a bug which causes a test failure [ES07]. Metamorphic testing can be used in case the
generation of a Test Oracle is not feasible, meaning that the correctness of the output
of the program cannot be verified and uses properties based on how the output should
change given a change of the input [tes26b]. For example, given a function that computes
the length of a string and some generated input: If any character is appended to the
input, then the length of the string should increase by one.

Finally, tests can also be categorized based on their soundness (i.e., always reporting a
test failure if a bug exists) and completeness (i.e., not reporting a test failure in case the
program is correct) [Bug22]. Sound testing systems, such as Symbolic Execution can
be used to prove the absence of bugs, whereas unsound tests only assist in finding bugs
but never prove complete correctness. Systems like Symbolic Execution, as described in
[tes26a], try to explore every possible path of a given program and use SMT solvers to
verify whether a counter-example for an assertion is available. However, an exhaustive
exploration of all possible paths is often difficult or even impossible - for example, in the
case of loops.
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2.5 Co-Simulation

Co-Simulation is a process where two or more different systems are executed at the same
time, and data may be transferred between systems using Interprocess Communication
(IPC) at predefined intervals or events, also often described as a simulation or time step
[GHK17, Erill]. A coordinator can also be introduced for these Co-Simulations which
synchronizes the simulated systems for each time step and exchanges any necessary data
between them, ensuring that all systems run in so-called lockstep [BCWSI11].

More formally, for Co-Simulation a so-called Simulation Unit is defined and represented
by the tuple

<SC7 UC)}/C)SetthgethStep() (21)

which gives the state space, inputs, outputs, information transfer and simulation step of
each simulated system ¢ [HGP™21].

With regard to this thesis, where Co-Simulation is used for testing, it can be seen as a
form of Differential Testing as described in the Section 2.4 Software Testing. However,
Differential Testing usually only compares the end-result of a computation and does not
require that both systems run simultaneously. In this case, executing both simulations in
parallel is required or at least preferred, since separate execution would require storing
every state snapshot during the complete execution of the simulation, which is likely not
feasible due to space constraints.

2.6 Interprocess Communication

IPC is required whenever two or more different, isolated processes need to communicate
with each other. Here, operating systems usually provide mechanisms and system
calls to instantiate and use structures for [PC| in particular, this section will go over
POSIX.1-2008 implementations for shared memory and pthreads.

2.6.1 Shared Memory

Since the address space of a process is isolated, it is necessary to define and allocate
a separate memory region where access from multiple processes is permitted. POSIX-
compliant systems can use shm_open and shm_unlink to create, open or delete a
shared memory object [pos26b].

Other forms of data-transfer between processes are available, such as pipes or TCP sockets.
However, using shared memory seems to be best in terms of read/write performance
[V.J15].
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2.6.2 pthreads

pthreads offers a multitude of facilities to communicate between different threads and
processes. In particular, synchronization primitives such as mutexes and condition
variables are provided to suspend and notify threads or processes that are waiting for a
condition to be met [pos26a].






CHAPTER

Implementation

This chapter describes the general implementation and behavior of the Co-Simulator,
as well as explain in which cases a more relaxed comparison between the Clients is
done to provide more useful test-results. The first section gives a broad overview of the
architecture of the Co-Simulator and the environment in which it is used. The subsequent
chapters give more detailed explanations of each of those components.

3.1 Architecture

Figure 3.1 shows an overview of the Co-Simulation architecture and how it is integrated
into the OpenVADL tests.

writes

SHM Queue

d
generates test reacs

vadl-test ] |Broker |

returns report

spawns

reads

SHM Queue

Figure 3.1: Co-Simulation Architecture

writes

The Co-Simulator itself consists of two components: The Co-Simulation Broker, and the
Co-Simulation Client. The Broker is essentially the entrypoint of the Co-Simulation,
starting it will read from a provided configuration file and prepare an appropriate
environment for the Clients. The SHM Queue partially refers to this environment, where
the Broker initializes a shared-memory object for each Client to send their state. The
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Broker then starts the Clients using a Co-Simulation plugin and periodically collects and
compares their states. It then finally generates a test-report to the configured location.
In OpenVADL, the Broker is integrated into the existing Java testing-architecture which
automatically generates test-cases that are then used as input for the Co-Simulation.

3.2 Co-Simulation Client

The Clients need to provide the Broker with their current state at every execution-step
such that the Broker can compare those states to decide whether the Clients behave
equivalently or not. In order to retrieve the state, which in this case are the values of
all registers as well as the bytes written to and read from memory, the QEMU Plugin
APT is used. While other options, such as the QEMU Monitor Protocol (QMP), are
available, using a compiled plugin is preferred to avoid serialization and deserialization of
the data, as well as the possibility for more fine-grained locking to increase performance.
Using the plugin is done by simply passing the compiled shared object to the QEMU
Client as an argument, causing it to be dynamically linked at startup. Once linked, the
gemu_plugin_install function is called as the entrypoint of the plugin-code.

3.2.1 Register callbacks

The API provides multiple register-callback functions which accept a function-pointer
that is called at different events. gemu_plugin_register_vcpu_tb_trans_cb, for
example, calls the provided function whenever a new [TB|is translated. When called,
the callback receives an opaque handle to the TB, which allows querying for general
information of the TB (e.g., the number of instructions) as well as iterating over each
instruction of the TB. It is now possible to define further callbacks inside the translation-
callback. Depending on the configuration, either a single callback is registered when
the [TBlis executed or two callbacks are added for each instruction inside the TBL The
first calls a function on execution of the instruction, while the second is only called if
the instruction accesses memory. While registering two callbacks for each instruction
is obviously much slower, it also allows precise error reporting since a divergence will
always be detected at the instruction it occurred.

3.2.2 Tracking register-state

In order to request the state of each register inside the plugin it is first necessary to
prepare an array of handles for each register that should be tracked. This is done by
registering another callback at the entrypoint of the plugin using

gemu_plugin_register_vcpu_init_cb which is called at initialization of any given
vCPU. Inside the callback it is safe to use the gemu_plugin_get_registers function
to iterate over each register. Listing 3.1/ shows the relevant parts of the implementation.
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1 QEMU_PLUGIN_EXPORT int gemu_plugin_install (/+...%/) {
2 // Register the ‘vcpu_init ' function at startup
3 gemu_plugin_register_vcpu_init_cb(id, vcpu_init);
A return 0;

5 }

7 static void vcpu_init(gemu_plugin_id_t id, unsigned int vcpu_index) {

8 // Store the register handles for the vCPU which has just been
initialized in a global array of vCPUs

9 CPU %c = get_cpu(vcpu_index);

10 c->registers = registers_init(vcpu_index);

11}
14 static GPtrArray *registers_init(int vcpu_index) {
15 GPtrArray xregisters = g_ptr_array_new();

17 // Query all registers of the current vCPU using the QEMU Plugin API
18 g_autoptr(GArray) reg_list = gemu_plugin_get_registers();

20 for (int r = 0; r < reg_list->len; r++) {

21 // Store the handle of the register to query its state later
22}

23

24 return registers;

Listing 3.1: Collect register handles

Given this setup, it is now possible to request the contents of any register using the
gemu_plugin_read_register function. Notably, this function should only be called

with a given register handle, if read-access to the register was previously requested.

Setting this request is done when registering a callback for execution of either a TBj|

an instruction or a memory access by providing the QEMU_PLUGIN_CB_R_REGS flag.

Listing |3.2| again shows the relevant parts of the implementation.

11
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1 // ‘vcpu_tb_trans ' is called whenever a TB is translated

2 static void vcpu_tb_trans(/*...%/, struct gemu_plugin_tb xtb) {

3 size_t insns = gemu_plugin_tb_n_insns(tb);

A for (int i = 0; i < insns; i++) {

5 struct gemu_plugin_insn *xinsn = gemu_plugin_tb_get_insn(tb, i);

6 // Register a callback to ‘vcpu_insn_exec' for each instruction
and set the flag to allow register-reads

7 gemu_plugin_register_vcpu_insn_exec_cb(

8 insn, vcpu_insn_exec, QEMU_PLUGIN_CB_R_REGS, tbinsn_info);

9 }

10 }

12 // Called inside of ‘vcpu_insn_exec"

13 static SHMCPU get_cpu_state (unsigned int cpu_index) {

14 CPU %c = get_cpu(cpu_index);

15 for (int reg_idx = 0; reg_idx < c->registers->len; reg_idx++) {
16 SHMRegister shm_reg = {};

17 // Access the prepared register handles

18 Register xreg = c->registers->pdata[reg_idx];

19

20 // Read the bytes of the register into an array-buffer, returning
the size of the register

21 shm_reg.size = gemu_plugin_read_register(reg->handle, buf);

22

23 // Save the current state of the register

24 shm_cpu.registers[reg_idx] = shm_reg;

25  }

26 return shm_cpu;

27 }

Listing 3.2: Read registers

3.2.3 Tracking memory accesses

Tracking reads and writes on memory is very simple using the API since no setup code to
manage handles needs to be written. The gemu_plugin_register_vcpu_mem_cb
function is simply added next to the gemu_plugin_register_vcpu_insn_exec_cb
function, using the QEMU_PLUGIN_MEM_RW flag to indicate that both reads and writes
should be monitored. gemu_plugin_mem_get_value is then used inside the callback
to retrieve a struct containing the size, type and bytes of the memory access.

However, one exception to this simple procedure has to be made since two QEMU Clients
might generate different memory calls on the same instruction. For example, the upstream
Client might generate a single call to memory to write all 128 bits while the generated
VADIAISS Client might generate two calls for the higher and lower 64 bits of the store
instruction respectively. A concrete example for this case is the stp instruction of the
A Arch64 architecture which stores the values of two 64-bit registers in a consecutive
128-bit block of memory. Therefore, in order to handle this potential scenario, the Client



3.3. Co-Simulation Broker

does not immediately write the memory access to the Broker but stores it and checks
whether the next call is another memory access which is directly adjacent in memory
to the previous one. If both memory accesses are adjacent, the Client reports only one
memory access to the Broker containing a merged version of the original two accesses.

3.2.4 Synchronizing Clients on Translation Blocks

As mentioned in |3.2.1/[Register callbacks, it is possible to only query the state of the
Client once for every executed TB. However, two ISA-compliant Clients might still create
different sets of TBs given the same program. Generally, a test should still pass even if
the TBs are generated differently, given that the behavior of both Clients is otherwise
the same. This means that a common synchronization point has to be chosen. Since
QEMU forces a TB|to end on any branch instruction, it is possible to assume that two
Clients are synchronized whenever a jump is detected. This, of course, further increases
the number of instructions that may be executed even after a divergence occurred. The
implementation for detecting a jump can be seen in Listing 3.3.

I static int64_t insns_sum_collect = 0;

2

3 // if the start-pc + the offset of the executed instructions does not
equal

1 // the new pc, then a jump has occurred

5 inline static bool is_jump(TBInfo *tb_info) {

6 return tb_info_collect.pc 4+ insns_sum_collect != tb_info->pc;

"}
Listing 3.3: Detecting a jump

As seen in Listing 3.3), in order to properly synchronize and compare both Clients, it is
necessary to collect all instructions across multiple [TBs until a jump is found. Only then
the data is sent to the Co-Simulation Broker and the buffer is cleared.

3.3 Co-Simulation Broker

3.3.1 Interprocess-Communication

As shown in [3.1//Architecturel, the Broker spawns and manages the Co-Simulation Client
processes and reports whether a given test has passed or failed. In order to properly run
and retrieve any messages from the Clients, the Broker has to set up a shared-memory
location for each of the Clients to write to. More specifically, the implementation uses a
fixed-size ring-buffer that is fully allocated at the start of the test. This allows a Client
to write new messages into the buffer while the Broker simultaneously reads from it
without allocating further memory. Also, the current number of unread elements inside
the buffer is stored in a shared integer count and the pthread API is used to signal to

13
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the Broker and Client when a new read or write is available. Parts of the implementation
for reading from the buffer is shown in Listing |3.4.

I pub fn start_read(&mut self) -> Result<Option<&BrokerSHMData>> {
2 let waitres = self

3 . rb_mutex

1 .timedwait (

5 /* timeout =/,

6 || { /* buffer available condition x*/ }

3
9 match waitres {
10 Ok(res) => match res {

11 crate::ipc::sem:: TimedWaitState:: Timeout => /% ... %/,
12 crate::ipc::sem:: TimedWaitState:: Success => /% ... %/,
13 1,

14 Err(err) = /x ... %/,

15 }

16

17 let idx = self.ring_idx(self.read_idx);

18 let elem = &self.data[idx];

19

20 Ok(Some(elem))

21 }

Listing 3.4: Reading from the ring-buffer

Table 3.1/ lists the different kinds of results which are returned by start_read and how
they are interpreted by the Broker.

Result ‘ Description
Err(...) Waiting for an available read resulted in an error. This usually
indicates a crash of the Client, which always results in a test-failure.
Ok (None) Waiting for an available read succeeded, but it did not return any

data. This indicates that the Client finished executing. The test
will pass if and only if the other Client also returns Ok (None) in
the same iteration.

Ok (Some (...)) | The Broker successfully read from the Client and will compare the
returned state with the other Client.

Table 3.1: start_read return values

3.3.2 Comparing Registers

This section shows how the Broker compares the state over all relevant registers during
one iteration of the testing-loop. Generally, the Broker cannot assume that the same
set of registers is available in both [ISS, especially because one of the two is assumed
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to be currently in development. This further implies that the registers are not ordered
equivalently in their respective shared-memory location. Next, reporting a test-failure
when a register is found that the other Client does not have is not useful since it does not
allow testing the currently implemented state of the in-development Client. Therefore,
only a subset of all registers is taken into consideration, namely the ones which exist in
both Clients. Further exceptions and special cases are configurable, which is discussed
more thoroughly in 3.4 Co-Simulation configuration. Assuming that one Client (most
likely the in-development Client) always contains a subset and therefore fewer registers
than the upstream Client, the Broker iterates over all registers of the in-development
Client and searches for the respective upstream register by its name. Once a corresponding
register of the other Client has been found, it is possible to store the index to the register
to improve the linear search into a constant lookup. Ideally, once a register-pair is
selected, comparing them should only involve a byte-wise comparison of their values.
However, this does not work when a specific representation of a register is currently not
possible. Currently, [VADL generated [ISS Clients always have a 64-bit representation
internally, meaning the test would fail for any comparison with a register that is not
64-bit. Additionally, it might be useful to compare two [SSs with different endianness.
Therefore, registers might need to be compared differently if their endianness does not
match. Handling this case allows, for example, testing the generated PowerPC Client,
which is currently little-endian, with the upstream big-endian version. Given these two
constraints, the byte-array representing the value of a register is first converted into a
64-bit integer. Listing [3.5 shows the implementation of this conversion, and Figure 3.2
illustrates the alignment of the bytes.

Little Endian Big Endian
[A1l B3 C5] [C5 B3 Al]
lbytes at start bytes at endl
[A1 B3 C5 00 00 00 00 00] [00 00 00 00 00 C5 B3 Al]
u64: :from_le_bykt 4%from_be_bytes
(2712913152) 10

Figure 3.2: Byte-Alignment into a 64-bit integer
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1 pub fn to_u64(&self, endian: &Endian) -> ub64 {

2 const BUF_LEN: usize = 8;

3 let mut buf: [u8; BUF_LEN] = [0; BUF_LEN];

A match endian {

5 Endian:: Little = {

6 buf[..self.size as usize].copy_from_slice(self.data_slice
0):

7 ub4 :: from_le_bytes(buf)

9 Endian:: Big = {

10 buf [BUF_LEN - self.size as usize..].copy_from_slice(self.
data_slice());

11 u64 :: from_be_bytes(buf)

12 },

13 }

14 }

Listing 3.5: Converting a byte-array into a 64-bit integer

Finally, it might also be possible that a single register in one Client is split up into
multiple registers in another Client. One such example is in the implementation of the
AArch64 ISA. The AArch64 ISA defines the Current Program Status Register (CPSR),
containing multiple bit-flags including the N, Z, C, V condition flags. However, the [VADL
implementation of the AArch64 Client has four separate single-bit flag registers and
creates a bigger CPSR) register only when it is moved into or from a general purpose
register. While access to the condition flags is handled correctly, each of those flags
is stored inside its own 64-bit register. In order to compare these four separate status
registers with the four bits of the |[CPSR| register, a custom mapping has to be defined.
The mapping needs to define which bits need to be compared between both registers.
For example, it is necessary to compare the first bit of the NZCV_2 register with the
31st bit of the CPSR register. To properly compare these bits only two instructions are
necessary: Masking the relevant bits using a bitmask and then shifting the bits such that
the first bit equals the first used bit of the mask. Applying those two operations ensures
that the bits are aligned and only the relevant bits are compared. The configuration of
this mapping is further explained in [3.4/|Co-Simulation configuration.

3.3.3 Test-Report

The Broker does not need to provide any additional information if a test succeeds. On
the other hand, a report for a test failure should include enough information such that it
is clear where and why a test failed. This means that a test report should include the
instruction (or all instructions of a TB) which caused the test-failure, as well as the state
before the instruction was executed and the state after. This information allows one to
review how the faulty instruction behaved as well as reproduce the test by using the
same instruction on the given before-state. Additionally, a descriptive message is added
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to any error which should explain where exactly a divergence was found. Listing 3.6
shows one such example given two registers with different values.

reglval != reg2val {

let rlname = regl.mapped_name(config);

diffs.push(DiffEntry ::new(
format! ("cpu[{cpu_index }].registers[{reg_index}].data"),
vec! [regl.data_slice_fmt(), reg2.data_slice_fmt()],
format! ("different register data for {rlname}"),

)

Listing 3.6: Adding a DiffEntry to the test-report

The integration of the test-report into the testing infrastructure is further explained in
3.5 [Integration into OpenVADL tests.

3.4 Co-Simulation configuration

This section gives a brief explanation of the different parts of the configuration that
are necessary to properly run the Co-Simulator. The configuration file, written in the
Tom’s Obvious Minimal Language (TOML) format, can be split up into three parts: The
configuration of the QEMU-Clients, the configuration of the testing protocol and the
report, and various configurations for logging and tracing of the Co-Simulation.

3.4.1 QEMU configuration

Most importantly, when configuring the QEMU-Clients, a path to the |(QEMU| Co-
Simulation plugin, as well as a configuration of how a Client should be started, needs to
be given. See Listings 3.7 and 3.8,

1 # General settings for the QEMU plugin system which set up the co-

simulation

2 [gemu]
3 # The path to the compiled Co-Simulation gemu-plugin
i plugin="./qgemu-setup/build/contrib/plugins/libcosimulation.so"

Listing 3.7: QEMU Co-Simulation plugin path

17
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1 # Defines a pair of Clients to test against

2 [[gemu. clients]]

3 # Optional: A custom name for a Client

4 # Will default to the index of the Client in this list
5 name = "VADL"

7 # The executable of the 1SS

s exec = "gemu-system-a64"

9

10 # The path to the compiled file to use for testing

11 # This file will be passed to all Clients

12 test_exec="./test-execs/embench/edn"

13

14 # "bios" | "kernel": Defines where the test-executable is passed to
when starting the QEMU-Client

15 pass_test_exec_to = "bios"

16

17 # Applies additional arguments to the ISS-executable, e.g. ‘gemu-
system-a64 -nographic -d plugin

18 additional_args = [ "-nographic", "-d", "plugin" ]

19

20 # Skips the first n instructions (i.e., omitted from comparison)
21 skip_n_instructions = 2

22

23 # Whether the Client is big-endian or little-endian

24 endian = "little"

Listing 3.8: QEMU-client configuration

Furthermore, as already mentioned in [3.3.2 |Comparing Registers|, it must be possible to
define custom mappings to tell the Broker which registers should be compared. Since
register names may differ between Clients, it is necessary to rename each register of one
Client such that its name matches with the correct register of the other Client. In Listing
3.9 an example of such a mapping is given.

I [gemu.gdb_reg_map]

2 s0 = "x0"
351 = "x1"
182 = "x2"
5 #

6 # Even though the names of this register already match, an entry can
be added anyway to include the register for comparison

7 pc = "pc

Listing 3.9: QEMU register-map

This mapping also instructs the Broker to compare these two registers. For bitwise
mappings as discussed at the end of Section 3.3.2 Comparing Registers, another map

18
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needs to be defined.

1 [[gemu.sliced_reg_map]]

2 clientl = { name = "nzcv_n", slice = [ 0] }
3 client2 = { name = "cpsr", slice = [ 31 ] }
4

5 [[gemu.sliced_reg_map]]

6 clientl = { name = "nzcv_z", slice = [ 0 ] }
7 client2 = { name = "cpsr", slice = [ 30 ] }
8

9 [[gemu.sliced_reg_map]]

10 clientl = { name = "nzcv_c", slice = [ 0] }
11 client2 = { name = "cpsr", slice = [ 29 ] }
12

13 [[gemu.sliced_reg_map]]

14 clientl = { name = "nzcv_v", slice = [ 0 ] }
15 client2 = { name = "cpsr", slice = [ 28 ] }
16

17 # Note: A range can also be given inside the slice using: ‘slice = |

2, 7, [9, 13] |*, which includes the bits 2, 7, 9, 10, 11, 12, 13

Listing 3.10: QEMU sliced-register-map

Listing |3.10| shows the configuration for the NZCV bits of the CPSR register. Here it is
necessary to define multiple mappings to the same CPSR register, since each of these
bits are stored in a separate register in the [VADL-Client. The important part of this
mapping is the definition of the s1lice array, indicating which bits should be used for
comparison. When reading this configuration, the slice array is converted into a bitmask
and an amount of bits to shift right. By default, the number of bits to shift by is equal
to the position first used bit. This ensures that, like in the example in Listing|3.10, that
those bits are correctly aligned before comparison in case their position differed.

3.4.2 Testing-Protocol configuration

While the previous section defined which registers should be compared, it did not define
when or how often they should be compared. As already mentioned in |3.2.1/[Register
callbacks, it is possible to define the layer at which the Co-Simulator operates, i.e.,
either at an instruction level or at a TB| level. Additionally, setting the layer to
tb-strict disables any of the aforementioned synchronization of [I'Bs and therefore
enforces that the TBs of both Clients are equivalent.

Given that an ISS might run indefinitely, either expectedly given the program, or due to

a bug, multiple configuration options are given to indicate when the Co-Simulator stops.

When configuring any of the following exit conditions, a test always passes if no divergence
occurred before reaching one of these conditions. The simplest condition is configured by
stop_after_n_instructions. The Broker will stop once the configured number of
instructions have been executed and compared. However, it might be useful to define
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an exit-condition based on certain events, such as reaching a certain PC or writing to
a memory address. Listing [3.11 shows the configuration for these events. Since the
test-binary is always available, it is also possible to reference the PC or memory location
via labels instead of raw integer values. The location of these labels is then resolved
before the start of the simulation.

[testing .exit_condition]
on_address = "0x12345678"
on_label = "cosim_exit"

N

Ut o= W

[testing .exit_condition .mem_write_exit_condition]
on_address = "0x87654321"

7 on_label = "write_exit",

8 with_constant_value = "0x123",

Listing 3.11: Custom exit-condition flags

Finally, when generating the report, it is also possible to define the output verbosity.
Where verbosity = "short" returns a custom human-readable format to briefly
describe the error, and a value of "full" returns a YAML-formatted string containing
the complete before- and after-state of both Clients, as well as the instruction that caused
the error.

3.5 Integration into OpenVADL tests

The test-system of OpenVADL makes use of random test-generation in order to exhaus-
tively test the instructions of a generated [SS. With regard to [[SS| tests, the OpenVADL
project uses containerized environments for testing using Docker. For each test-run,
all dependencies for compiling the QEMU) project, as well as compiling the generated
assembly files are pulled from a pre-built docker image and the [ISS is built once and
cached for consecutive access.

Given that the Co-Simulator is written in Rust, it is necessary to include the Rust
compiler in the docker image. Also, to improve compilation times, it is possible to run
the cargo fetch command to download the dependencies when building the image
such that they are available locally once the Co-Simulator is being compiled. Listing 3.12
shows the necessary additions to the Dockerfile used in the [ISS tests.
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1 # download rust for cosim
2 RUN curl --proto '=https’ --tlsvl.2 -sSf https://sh.rustup.rs | sh -s

-y
3 ENV PATH=/root /.cargo/bin :$PATH

5 # download cosim dependencies

6 COPY vadl-cosim /work/vadl-cosim
7 WORKDIR /work/vadl-cosim

8 RUN cargo fetch

Listing 3.12: Co-Simulator Docker setup

Finally, once compiled, the Co-Simulator is then executed for each test-case which then
writes the result of the test in a separate file. The JUnit tests then read and parse the
results, calling Assertions.fail in case of a test-failure.
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Evaluation

When evaluating the Co-Simulator, two aspects need to be taken into consideration: The
accuracy, meaning how many types of bugs can be found using the Co-Simulator, and
also its performance. In both cases, the Co-Simulator is compared to a certain baseline.

4.1 Testing Accuracy

To illustrate the accuracy of the Co-Simulator it will be compared to the previously
implemented system, which is more akin to Differential Testing as described in [2.4|Software
Testing. In short, the previous system executes both ISS|in parallel, using a QEM Urplugin
that prints the value of each register when an exit-signal is received. Notably, it only
returns the state once (after executing the full program) and does not return any memory
read /write information.

Listing 4.1| gives a very simple example-progam which illustrates how the Co-Simulator
is able to detect a difference in behavior while a simple comparison of the end-state is
insufficient in doing so:

1 add x3, x3, #1
2 sub x3, x3, #1

Listing 4.1: Comparing Test Accuracy

Assuming that there is a bug in the generated ISS| which does not change the register value
when executing the add and sub instructions, using simple differential testing would
not find any divergence since adding and then subtracting 1 from a register "restores" its
initial value.
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Running this test (using a modified AArch64 VADL specification, which encodes this
faulty behavior) on the old test system results, as expected, in a test pass, as can be seen
in Listing |4.2. On the other hand, the Co-Simulator detects the bug (see Listing 4.3).

[PASS] Finish test case ADD-1-then-SUB-1 in 65.43ms
Total time: 0.087s

o

Listing 4.2: Inaccurate Test pass

Cosimulation failed!
Failure at pc = 0x40000004 (1073741828)

The following divergences were found:
"different register data for x3":
6 - In "VADL" the value is "0x0000000000000000"
7 - In "UPSTREAM" the value is "0x0100000000000000"

9 The divergence occurred after the following instructions were executed
10 - (pc=1073741824): add x3, x3, #1 (0x63040091)

Listing 4.3: Accurate Test failure

However, even if the bug is detected, it might still be very difficult to find the faulty
instruction in a sufficiently large program. During the implementation of the Co-Simulator,
a real bug was introduced in the AArch64 specification which surfaced in only one of
the embench programs, that are used to measure the performance of the generated [SS.
Since these programs are much larger than a simple test-case that is tailored to a specific
instruction, it was not feasible to efficiently find the bug only using the difference of the
end-state of both [ISSs.

Specifically, the AArch64 VADL specification used a macro MulAddSubLongInstr to
define both signed and unsigned instructions. However, since the type (unsigned or
signed) was not used inside the macro, the generated instruction was always using an
unsigned implementation.

Listing 4.4 shows that the Co-Simulator not only finds this bug, it also reports exactly
which instruction was at fault. This also makes it simple to reproduce this behavior
in a much smaller testcase by simply writing a new program that initializes the state
accordingly and then executes the instruction that surfaced the bug.
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1 Cosimulation failed!
2 Failure at pc = 0x400024DC (1073751260)

1 The following divergences were found:

5 "different register data for x3":

6 - In "VADL" the value is "0x0338B60200ECFFFF"

7 - In "UPSTREAM" the value is "0x0338B60200000000"

9 The divergence occurred after the following instructions were executed
10 - (pc=1073751256): smaddl x3, wl, wl, x3 (0x230C219B)

Listing 4.4: Embench Co-Simulation failure

4.2 Performance

4.2.1 Setup

The performance of the Co-Simulator (both on the instruction and TB layer) is compared
against a "baseline" where the test-program is executed on both ISSs concurrently but
without any Co-Simulation. This is done using a simple Bash-Script as shown in Listing
4.5l

The execution time (wall clock time) will be measured using the perf! tool, executing
each instance 50 times and taking the measured average.

The Co-Simulator is compiled in release-mode using the cargo build —--release
command.

In total, three different types of test-programs will be used to evaluate the performance,
namely:

1. An empty program (only containing the instructions necessary to exit QEMU), to
measure the overhead of simply starting the Co-Simulator

2. A simple loop, that increments a counter and exits at some defined value to measure
the actual runtime of the Co-Simulator

3. The embench programs, to test Co-Simulation performance on more real-world
programs

Thttps://man7.org/linux/man-pages/man1/perf.1.html
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Figure 4.1: Co-Simulator execution time on different test-programs

#!/usr/bin/env bash
testprogram="${1}"

gemu-system-a64 -nographic -bios "${testprogram}" &

6 gemu-system-aarch64 -nographic -M virt -cpu max,sve=off -semihosting -
kernel "${testprogram}" &

7
8 # wait for both iss to finish executing
9

wait

Listing 4.5: Baseline Bash-Script

4.2.2 Results

Notably, the Baseline does not measurably increase with the increase of executed instruc-

tions. In

26

fact, a difference in runtime is only measurable after the 100m instructions
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mark, reaching an execution performance of roughly 1 billion instructions per second. As
illustrated in Figure 4.1, the Co-Simulator is orders of magnitude slower. Especially when
comparing the full state after every instruction, the Co-Simulator is slower by a factor
of roughly 50000. With regard to the TB| comparisons, the potential speedup heavily
depends on the input test-program. The graph illustrates this dependency: In the 1m
instructions loop, using [T'B comparisons only nets a performance increase by a factor of
3, given that the loop body (see Listing 4.6) consists of only 3 instructions which are
grouped into a 'TB. However, for programs that contain much larger loop bodies, such

as the edn program of the Embench suite, the performance increase is also much larger.

Here, a speedup by a factor of over 500 was measured, even resulting in a much faster
execution time than the simple loop program. Comparing this execution speed with the
baseline now indicates a slowdown only by a factor of roughly 110.

The slowdown, especially with regard to comparing individual instructions, is easily
explained, considering that after each instruction the following - additional - steps also
need to be executed:

1. The Client iterates over each register using the provided |(QEMU-API, writing the
relevant data into memory.

2. The Broker waits until a signal is received by the operating system, indicating that
new data can be read.

3. Again, each register is iterated, testing whether it should be compared.

4. If the register should be compared, its bytes need to be copied based on the
endianness before comparison.

5. The Broker again sends a signal to wake the Client waiting for the next possible

write.
1 loop:
2 add x3, x3, #1
3 cmp x3, x4 // x4 is set to 1lm
4 b.It loop

Listing 4.6: Loop Body
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Related Work

Co-Simulation has also already been successfully implemented in other systems to verify
the correctness of ISSs. Goel et al. in [GHK17] implemented a x86 ISS written in Lisp,
and ACL2 for theorem proving. Using ACL2 in the implementation of the simulator
should allow for formal reasoning of x86 programs aided by the ISS. However, the
correctness of the x86 simulator has to be verified in order to be able to trust any proofs
derived from it. Hence, regular Co-Simulation between the [ISS|and a real x86 processor
was used. Modeling a suitable simulator that is both efficient for Co-Simulation (i.e.,
executing a x86 program and then comparing its state with a real x86 processor) and
provides simple, easy to reason about constructs, posed difficulties during implementation.
Techniques such as ACL2’s mbe function were used to provide two implementations of
the same function, one of which was used in the proof system while the other offered an
efficient implementation for execution. Co-Simulation with a real processor was done
using GDB and Intel’s Pin tool for instrumentation.

Co-Simulation is also often used in combination with other techniques that assist in
exploring different execution paths of a processor. In [BHD23], Bruns et al. used symbolic
execution on the instruction and data memory as well as the registers to generate new
instructions that are then executed on a RISC-V ISS and Register-Transfer Level (RTL).
A list of intentionally inserted bugs was used to validate the effectiveness of this setup;
according to the authors, all bugs were found. Similarly, in [KTS"21], Kabylkas et
al. use a Logic Fuzzer to change the state of a RISC-V [RTL during execution, such
as changing branch predictor tables or random invalidation of TLB entries. Changing
these values that should not affect the result of an execution aided in finding bugs by
exploring multiple execution paths using the same programs. The authors reported a
list of bugs found in three different RISC-V cores, also showing the effectiveness of their
implementation.
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As mentioned in Section [2.5//Co-Simulation), the formal definition of simulation units in
Co-Simulation define inputs and outputs, meaning that the behavior of one system affects
the behavior of another. While this was not needed in this thesis or in the other use-cases
described in this section, it is often relevant for co-simulating physical or mechatronic
systems such as those described in [Frill]. Other applications also include Co-Simulation
of Smart Grids [LAH11, [SSAP14] or cyber-physical systems [AH12, WB13].



CHAPTER

Conclusion

The [VADL-PPC64 [ISS is already solely tested using the new Co-Simulator and is fully
integrated into OpenVADL’s testing pipeline.

As seen in 4] [Evaluation, the new Co-Simulator improves on the old implementation
especially with regard to the accuracy of the test-results. Allowing comparisons on a
much more granular level, as well as comparing memory access operations. However, it
still suffers from a major slowdown on large executables (compared to running the ISS|in
a standalone setting), especially when comparing at the instruction-level.

6.1 Future Work

To vastly improve the performance of the current Co-Simulator, it is necessary to omit
any comparisons of values that cannot change during the execution of an instruction.
Since most instructions only write to one or a few registers at a time, implementing this
change may speed-up the register-compare algorithm by orders of magnitude. However,
this would first require work to encode which instruction affects the values of which
registers.

The Co-Simulator currently only compares the generated [SS with another [ISS chosen
as a reference-model. However, in the future it may be beneficial to be able to run the
Co-Simulation against real hardware.

Finally, it may also be useful to extend the usage of the Co-Simulator to RTLs using the
Verilator!| tool.

"https://www.veripool.org/verilator/
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APPENDIX

A notion on the correctness of the
Co-Simulator

This chapter is not giving a rigorous correctness-proof for the whole Co-Simulator as this
would require its own dedicated thesis due to the complexity and size of the program
code. The idea of this chapter is to semi-formally show correctness for a specific part of
the Co-Simulation algorithm while choosing reasonable assumptions to simplify reasoning
over the program code.

Particularly, the goal is to give a "proof" for the following two claims:

1. Given a correct [SS| the Co-Simulator and |(QEMU-Client correctly lock and
unlock the shared semaphore.

2. Given a correct [ISS, the Co-Simulator and QEMU-Client never perform an
illegal read or write operation on the shared buffer.

Proving both claims is important to improve confidence in the Co-Simulator. A bug in
the Co-Simulator, resulting in an incorrect test-outcome, reduces its effectiveness during
testing. Of course, only showing correctness for those two claims does not fully imply the
correctness of the whole Co-Simulator. However, both claims are regarding the multi-
threading and synchronization part of the algorithm, which are categorically more difficult
to test and to debug compared to, for example, the single-threaded register-compare
algorithm.
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Both "proofs" are making use of the Kronecker Algebra, an introduction and example
uses can be found in [kro26] and [MB11]. The outline of each proof is:

1. Represent the programs and the resources as a state-machine / Control-Flow Graph
(CFG).

2. Convert each |CFG into an adjacency matrix.

3. Apply the Kronecker-Product and Kronecker-Sum over the defined matrices.

4. Find the subgraph that is reachable from the new start-node.

5. Analyze the subgraph to show its implied guarantees.

A.1 Representing the programs and resources as CFGs

In total, the following components need to be converted into CFGs:

1. The Co-Simulation Broker (written as R for Reader) and a Co-Simulation Client
(written as W for Writer), representing the programs.
A valid, as well as an invalid "implementation" will be given later (see |A.5.1, A.5.2)
for the reader to better demonstrate the case when a resource-misuse occurs.

2. A semaphore (S) and a shared buffer (B), representing the resources
For the |[CFGs for all the aforementioned components see |A.5, |A.8] [A.9, and |A.10. In

order to understand what each |CFG| represents, it is important to understand each
state-transition. For a descriptive table for each state-transition see |A.1

State-Transition ‘ Description

p Aquire the semaphore-lock

v Release the semaphore-lock
rp, rv semaphore operations initiated by the reader
wp, WV semaphore operations initiated by the writer

ra read available on the shared buffer

wa write available on the shared buffer

r read from the shared buffer

w write to the shared buffer

Table A.1: Description of each state-transition used across all (CFGs
The simplest CFG is the semaphore, which only has two states (where 0 is the start node)
with one state-transition each. The graph can be read as: Starting from an unlocked

semaphore, it can be locked using p and then again unlocked using v. Notably, it is
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impossible (given this representation) to lock the semaphore twice, since there is no
state-transition p in state 1. The same holds analogously for unlocking the semaphore
twice using v.

The size-1 buffer is similar to the semaphore, however it also includes two additional
state-transitions that can be used to check whether a read or write operation is available
on the buffer. This is akin to checking if buffer.count > 0 or buffer.count <
RING_ BUFFER_SIZE inside the real Co-Simulation code.

Finally, both the reader |A.5 and writer |A.8| are represented. Both make use of the
read/write available checks and a "busy-wait" (notice the 0 — 1 — 6 cycle in the |CFG)
in case their buffer operation is not available. Note that the busy-wait does not fully
represent the actual implementation, for an explanation on this, see |A.6 [Discussing used
proof simplifications.

A.2 Convert each CFG into an adjacency matrix

The |CFGs need to be converted into adjacency matrices in order to apply the Kronecker
operations on them. This is done by representing a |CFG using a square n X n matrix,
where n is the number of states. For the converted matrices see |A.16, A.19, A.20 and
A.21.

Again, the simplest matrix is the semaphore matrix S. The adjacency matrix should be
read as:

e If the value v # 0 is inserted into the cell at row r and column ¢
e Then v represents a state-transition from state r to state ¢ using v.
In other words, each row in the matrix represents a state and the columns describe to

which next state to jump to. A 0 in a cell means that no state-transition from the row to
the row with the column-index exists.
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A.3 Apply the Kronecker-Product and Kronecker-Sum
over the defined matrices

Since all relevant parts are now converted into square adjacency matrices, it is now
possible to apply the Kronecker Product and Kronecker Sum. Both result in new
adjacency matrices with certain properties.

The Kronecker Product is defined [kro26] as

a1-B - ain-B
AR B = :

am1-B - amn- B

Figure A.1: Kronecker Product ®

where the resulting matrix C = A ® B represents all operations (state-transitions)
executed in lockstep over A and B.

The Kronecker Sum is defined [kro26] as

AeB=AdI,+1,®B

Figure A.2: Kronecker Sum @
where I, I, are the identity matrices of order n, m respectively
and A is a m x m and B is a n X n matrix

where the resulting matrix C' = A @ B represents all possible interleavings over the
operations of A and B. An example interleavings graph can be seen in |A.12.

However, before calculating the matrix, it is necessary to adapt the definition of the
Kronecker Product to only include wvalid lockstep state-transitions [MB11]. Informally,
this implies that the state of a resource can only change (in lockstep) if a program (here,
either the reader or the writer) actually executes the respective operation on the resource.
The new (selective) Kronecker Product is now adapted by changing the multiplication
operator to:

S l ifaiyj:bpyq:l,ZGL,
PP 0 otherwise

Figure A.3: Selective Kronecker Product, L is the set of state-transitions
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Given these two operations, it is now possible to calculate the following:

F=(RaoW)® (S® B)

Figure A.4: Computing the final adjacency matrix given the programs and their
resources

Which effectively computes an adjacency that represents all possible interleavings of the

reader and writer, using all possible interleavings of the semaphore and buffer in lockstep.

A.4 Find the subgraph that is reachable from the new
start-node

The start-node of the |[CFG| F is represented by the first row of the matrix. This is
analogous to constructing an adjacency matrix from a /(CFGL An important observation is
that not every state and state-transition that is calculated using the Kronecker operations
is actually reachable. Any subgraph that is not connected with the actual start-node must
therefore be ignored since this represents an impossible program state. By computing the

subgraph that is reachable from node 0 (the start-node), we finally get the CFG in A.13.

A.5 Analyze the subgraph to show its implied guarantees

It is possible to conclude whether the programs correctly interact with the provided
resources by searching for a node with no outgoing edges that is not an end-node. In
this case, the programs are endlessly looping, therefore no end-node exists - which means
that any such node with no outgoing edges implies a bug.

First, looking at |A.13|it can be seen that no such faulty node exists - the described program
is correct. However, to better illustrate what happens in case a faulty implementation
is provided, two separate changes will be made to the reader R. R} describes an incorrect
use of the buffer, where no read-available check is made beforehand. R, describes an
incorrect use of the semaphore, where two consecutive unlocks are performed.

A.5.1 Incorrect buffer usage
For details, see the [CFGs at |A.6 and the matrix at |A.17.

The new graph F' can be seen at |A.14] Here, the nodes 30 and 42 have no outgoing edges,
which implies a faulty resource usage. Note that this does not show where the actual
faulty implementation is, it only shows the existence of some bug.
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A.5.2 Incorrect semaphore usage
Analogously, for details, see the CFGs at |A.7 and the matrix at [A.18.

The relevant parts of the new graph F' can be seen at |A.15. The full graph is omitted
since it spans over roughly 100 nodes. Again, here, the nodes 188,192,176, 189 and 193
have no outgoing edges, which again implies a faulty resource usage.

A.6 Discussing used proof simplifications

During this informal proof, two simplifications were used. First, the buffer was limited
to a size-1 buffer. This was solely done to reduce the size of the resulting matrices and
CFGs to more easily present it in the thesis. It is easy to extend the buffer to any size,
an example for a size-3 buffer can be seen at A.11.

The second simplification is with regard to the busy-wait. While using a busy-wait
is a correct implementation for this program (as demonstrated by this proof), the
Broker and Client do not use this as it would unnecessarily put more load on the
CPU. Rather, a conditional wait is implemented using pthread_cond_wait and
pthread_cond_timedwait. The proof made use of a much simpler busy-wait due to
the complexity of the implementation of such a signaling-based conditional wait. However,
it is worth noting that only one ("additional") bug could occur using a conditional wait
instead of a busy-wait. The bug is known as the Lost Wake-Up Problem which is
described in [los26].

Finally, it is worth mentioning that the calculations and visualizations were not done by
hand, given that the matrices reached sizes up to 224 x 224. Both were done using a
python script. The script can be seen at |A.1.
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rp

Figure A.5: CFG of the Co-Simulation Broker (R) with a correct implementation
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Figure A.6: CFG of the Co-Simulation Broker (R}) with an incorrect buffer usage
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Figure A.7: |CFG of the Co-Simulation Broker (Rs) with an incorrect semaphore usage
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\WA%

%

Figure A.8: CFG of the Co-Simulation Client (W) with a correct implementation
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Figure A.9: CFG of a semaphore

Figure A.10: CFG of a buffer with size 1
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Figure A.11: |[CFG of a buffer with size 3
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Figure A.12: Interleavings-CFG between the semaphore and the buffer
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Figure A.13: Final CFG (correct)
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Figure A.14: Final CFG (incorrect buffer usage)

47



A. A NOTION ON THE CORRECTNESS OF THE CO-SIMULATOR

Figure A.15: Final (CFG (incorrect semaphore usage)
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O p 0 0 0 0 O
0 0 r7ra 0 0 0 wa
0 0 0 r» 0 0 O
R=|0 0 0 0 rp 0 O
0 0 0 0 0 r O
ro. 0 0 0 0O 0 O
v 00 0 0 0 0
Figure A.16: R matrix (correct)
0O r»rp O
Rb =10 0 r
ro 0 0

Figure A.17: R matrix (incorrect buffer usage)

O »» 0 O O O O O
0O 0 ra 0 0 0 wa O
0O 0 0 r» 0 O O O
R — 0O 0 0 O r»r» 0O 0 O
10 0 0 0 0 r 0 O
0O 0 0 O O 0 rw O
ro 0 0 O O O O O
irv. 0 0 0 0 0 0 O]

Figure A.18: R matrix (incorrect semaphore usage)

[0 wp O 0 0 0 O]

0 0 wa O O 0 ra

0 0 0O wv 0O 0 O
W=|0 0 0 0 wp 0 0
0 0 0 0 0 w O

wv 0 0 0O 0 0 O

wo 0 0 0 0 0 0]

Figure A.19: W matrix (correct)

=0

Figure A.20: S matrix

e[

T ra

Figure A.21: By matrix (size-1 buffer)
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fwa w 0 0
r o owa ra w
r o owa ra w

0 r 0 wa ra
0

0

o O O

Bs =

f f oo o

r 0 wa ra
0O 0 » 0 raf

Figure A.22: Bs matrix (size-3 buffer)

wa w p 0
r ra 0 p
v 0 wa w
0O v 7r ra

SB; =

Figure A.23: SB; matrix (interleaving of S and Bj)
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1
2
3
!
5

from sympy import x

import networkx as nx
from networkx.drawing.nx_agraph import to_agraph
; def solve():
def program_missing_check(
sem_p, sem_v, _check, _action ,
):
return Matrix (
[
[0, sem_p, 0],
[0, O, _action],
[sem_v, 0, 0],
]
)
def program_correct (sem_p, sem_v, _check,
_else_check):
return Matrix (
[
[0, sem_p, O, O, O, 0, O],
[0, O, check, 0, 0, O,
[0, O, O, sem_v, 0, 0, O],
[0, 0, O, O, sem_p, 0, 0],
[0, 0, O, O, O, _action, 0],
[sem_v, 0, O, O, 0, 0, O],
[sem_v, 0, 0, 0, 0, 0, 0],
]
)
def program_double_unlock(
sem_p, sem_v, _check, _action ,
):
return Matrix (
[
[0, sem_p, O, O, O, O, 0, O],
[0, O, check, 0, 0, O,
[0, 0, O, sem_v, O, O, 0, 0],
[0, 0, 0, O, sem_p, O, O, O],
[0, 0, O, O, O, _action, 0,
[0, 0, O, O, O, O, sem_v, 0],
[sem_v, 0, 0, 0, 0, 0, 0, 0],
[sem_v, 0, O, O, O, 0, 0, 0],
]
)

_else_check

_action ,

_else_check],

_else_check

_else_check, 0],
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p, v = symbols("p v")
SEMAPHORE = Matrix (

[
(0. rl,
[v, 0],
]
)
save_graph (draw_graph_from_mat(SEMAPHORE) , "semaphore")
save_mat (SEMAPHORE, "semaphore")

r, w= symbols("r w")
ra, wa = symbols("ra wa"
BUFFER1 = Matrix (
[
[wa, w],
[r. ra],
]
)
save_graph (draw_graph_from_mat(BUFFER1), "bufferl")
save_mat(BUFFER1, "bufferl")

BUFFER3 = Matrix (
[
[wa, w, 0, 0, 0, 0],
[r. wa, ra, w, 0, 0],
[r, wa, ra, w, 0, O],
[0, r
[0, r
[0, O, O, r, O, ra],
]
)
save_graph (draw_graph_from_mat(BUFFER3), "buffer3")
save_mat(BUFFER3, "buffer3")

BUFFER = BUFFER1

rp, rv = symbols("rp rv")

READER_correct = program_correct(rp, rv, ra, r, wa)

save_graph (draw_graph_from_mat(READER correct), "reader-correct")

save_mat(READER correct , "reader-correct")

READER _ _wrong = program_missing_check(rp, rv, ra, r, wa)

save_graph (draw_graph_from_mat (READER_ _wrong), "reader-
buffer-wrong")

save_mat (READER_ _wrong, "reader-buffer-wrong")

READER_semaphore_wrong = program_double_unlock(rp, rv, ra, r, wa)

save_graph (draw_graph_from_mat (READER _semaphore_wrong), "reader-
semaphore-wrong")
save_mat (READER_semaphore_wrong, "reader-semaphore-wrong")
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wp, wv = symbols("wp wv")
WRITER_correct = program_correct(wp, wv, wa, w, ra)
save_graph(draw_graph_from_mat(WRITER correct), "writer-correct")
save_mat(WRITER correct , "writer-correct")
symmap = {
(p, rp): rp,
(p, wp): wp,
(v, rv): rv,
(v, wv): wv,
}
SB = kronecker__ (SEMAPHORE, BUFFER, symmap)
save_graph (draw_graph_from_mat(SB), "semaphore-buffer-sum")

save_mat(SB, "semaphore-buffer-sum")

RW_correct = kronecker_: (READER_correct , WRITER _correct , symmap)
RW_ _wrong = kronecker_: (READER_ _wrong, WRITER_
correct , symmap)
RW_semaphore_wrong = kronecker_: (READER_semaphore_wrong, WRITER_
correct , symmap)
return (
prod (RM_correct , SB, symmap),
prod (RA_ _wrong, SB, symmap),

prod (RW_semaphore_wrong, SB, symmap),

mul(a, b, symmap={}):
if a — 1:

return b
if b — 1:

return a

if (a, b) in symmap:
return symmap|[(a, b)]

if (b, a) in symmap:
return symmap[(b, a)]

if a—ob:
return a

return 0
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154 def sync_kron(A, B, symmap={}):

155 rows = A.rows % B.rows

156 cols = A.cols % B.cols

157 result = Matrix.zeros(rows, cols)
158

159 for i in (A.rows):

160 for j in (A.cols):

161 for k in (B.rows):

162 for | in (B.cols):
163 result[i * B.rows + k, j % B.cols + |I] = mul(
164 Ali, j], B[k, I], symmap
165

166

167 return result

168

169

170 def kronecker_ (A, B, symmap={}):

171 Al = eye(A.shape[0])

172 Bl = eye(B.shape[0])

173 ABI = sync_kron (A, BI, symmap)

174 AIB = sync_kron(Al, B, symmap)

175 return ABI + AIB

176

178 def draw_graph_from_mat(m, silent=False):

179 G = nx.DiGraph ()

180

181 n = m.shape[0]

182

183 if not silent:

184 print(f"shape: {m.shape}, n: {n}")

185 print (f"{m.row(0)}")

186

187 for i in (n):

188 for j in :

189 val =m[i, j]

190

191 if not val.equals(0):

192 G.add_edge(i, j, label= (val))
193

194 start = 0

195

196 reachable = nx.descendants(G, start)

197 reachable.add(start)

198

199 G = G.subgraph(reachable).copy ()

200

201 if not silent:

202 sinks = [n for n, deg in G.out_degree() if deg = 0]
203 for sink in sinks:

204 print(f"found deadlock in node: {sink}")
205

206 return G
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def save_mat(mat, name):
tex = latex(mat)
with (f"{name}_mat.tex", "w") as f:
f.write(tex)

def save_graph(g, name):
A = to_agraph(g)
A.layout("dot")
A.draw(name + ".png")
A.draw(name + ".dot")

Solution_correct, Solution_ _wrong, Solution_semaphore_wrong =
solve ()

save_graph (draw_graph_from_mat(Solution_correct), "solution-correct")

save_mat(Solution_correct, "solution-correct")

save_graph (draw_graph_from_mat(Solution_ _wrong), "solution-
buffer-wrong")

save_mat(Solution_ _wrong, "solution-buffer-wrong")

save_graph (draw_graph_from_mat(Solution_semaphore_wrong), "solution -
semaphore-wrong")

save_mat(Solution_semaphore_wrong, "solution-semaphore-wrong")

Listing A.1: Python script used for proofing correctness of the Co-Simulator
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Overview of Generative AI Tools
Used

No generative Al tools were used during the creation of this work.
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