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Abstract

Aliasing is quite powerful, but difficult to control. Oftenlients
need exclusive access to objects for some concerns, andismse
we see no other way than to ensure this by controlling aliasim
stead, we propose to restrict what clients can do when dogass-
jects. To invoke methods in an object clients need tokene by
this object. Static type checking enforces the tokens to/hitadle
and ensures exclusive access for specific concerns witkioiatiag
aliasing. We show by examples how this concept works andisissc
several possibilities to improve its flexibility.

Categories and Subject Descriptors  D.3.3 [Programming Lan-
guage¥ Language Constructs and Features

General Terms Object-Oriented Programming, Aliasing
Keywords Types, Tokens

1. Motivation and Overview

Aliasing is like a beast causing troubles. It shows up whezedo
not expect it and perverts our statements. It is slipperyemodpes
when we think we have caught it.

Aliasing is also like a pet. Object-oriented programmerslo
it. It opens doors to objects that seem far far away. Sciecteri
authors would be surprised if they knew how easy we walk from
one object to another at a completely different part of thdavo

The beast and the pet are actually the same animal. Aliasing

is invoked; these tokens are removed from the referencewvan in
cation, and further tokens (specified by the method) can Hedad
on return. We express constraints by tokens because thegasitg
understood by both programmers and tools like compilers.

This approach was introduced as part of a type system express
ing synchronization to ensure linearity at the presenceliata
ing [29]. Applications of this technique are usually rethte syn-
chronization and coordination. In the above example of glsin
invocation, all clients of an object must be coordinatechghat at
most one of them invokes the specific method. Such kinds af coo
dination are inevitably connected with constraints on leingfer-
ences (as opposed to the whole referenced object) at thengees
of aliasing.

The goal of this paper is to survey how this approach works
and show by examples what can be done with it and where its
limits are. Thereby, the focus is on limiting effects of aliay,
not synchronization and coordination. In Section 2 we give t
basics of our token-based approach, and in Section 3 we show
how to distribute tokens within a system. In Section 4 weflyrie
describe static type checking. In the remaining sectionsuse
various concepts to add flexibility — dependences betwedent
in Section 5, relationships between values and tokens itidde®,
type parameters in Section 7, and a dynamic concept in 9e8tio
— before we discuss related work in Section 9 and give coirgiud
remarks in Section 10.

gives programming languages much expressive power, so much2  Tokensto Ensure Limited Access

that we easily lose control. Programming systems becomé&exrea

whenever we cage or tame the beast. We must be careful not toWe Show how to specify constraints by examples in a Java-like

destroy flexibility: Although it is possible to develop naevery
kind of system without the undesirable properties of atiggifor
example, in a referentially transparent functional larggp)awe
have to do so with considerably less flexibility in structgyithe
code. Such flexibility is essential in object-oriented pezgming
to achieve good factorization.

In this paper we discuss an approach to annotate object refer
ences with constraints on how to access referenced objEuis.
approach fully supports aliasing; there is no cage for inamany
other approaches [2, 3, 12, 15, 39]. However, we limit what th
beast can do by ensuring that constraints on referencesrare p
served when introducing new aliases. For example, if we \@ant
specific method in an object to be invokable at most once, Ween
annotate the only reference existing on object creatioh avitorre-
sponding constraint. After introducing further referentethe ob-
ject we still have this property: There is only one refereticeugh

pseudo-language. The first example gives a simplified exterbf

a window, where method invocations depend on tokens (inrequa
brackets — tokens removed on invocation to the left and thdded

on return to the right of arrows):

interface Window {
[init -> shown,ready] void initialize (...);
[ready -> ready] void update (...);
[shown -> icon] void iconify ();
[icon -> shown] void uniconify ();
[shown,ready ->] void close ();
int getCreationTime ();

}

In our pseudo-language, brackets denote token sets assbcia
with types and methods, they do not denote arrays. Let us as-
sume that new windows are of typandow[init], this is, we

which the message can be sent although we usually do not knowhave a reference to an instanceWahdow associated with a token

where to find this reference. We need not restrict aliasingdayf;
we just limit effects of aliasing.

init. Through this reference we can invoke onhitialize and
getCreationTime. All other methods require tokens (as specified

We express what can be done through an object reference by ato the left of ->) not available in the reference; they are not in-

set of tokens (or just names) associated with the referétetnod
specifications give semantics to tokens: A method can recgie-
cific tokens to be associated with the reference through twhic

vokable. When we invokénitialize the type of the reference
changes first tavindow []1 (or equivalently justWindow) and on
return toWindow [shown,ready] . Further methods become invok-



able, butinitialize cannot be invoked again. We can distribute void blink (Windowl[icon -> shown] w) {

references to the window all over the system (see Sectiona3 ho w.uniconify();

to do that in a type-save way). The type checker preventatoke w.iconify();

from being duplicated thereby. Maybe, we get a referencep# t w.uniconify();

Window[ready] in a client feeding the window with new data, }

a reference of typ&indow[shown] in a window control panel, Window [ready] win;

and any number of references of tyjpimdow through which only [unique -> uniquel]

getCreationTime can be invoked. However, we cannot get two Window[ready] swap (Window[ready ->] w) {
references to the same window, both of tyiedow [ready], be- Window[ready] old = win;

cause there exists always at most one takesdy. In the control win = w;

panel we can invokéconify anduniconify only in alternation: return old;

Invoking iconify changes the type associated with the window }

reference toWindow[icon], and invokinguniconify again to [unique -> unique] void condUpdate() {
Window [shown]. The methodclose becomes invokable only if if (win !'= null) { win.update(...); }
we rearrange the system such that all available tokessdf and }

shown) occur again in the type of a single reference. After invgkin Test[unique] (O { win = null; }

close all tokens are gone, and onpetCreationTime remains }

invokable.

Let y be a variable of typ&indow[ready,icon] andx one of
type Test [unique]. We can invokex.play(y) sincey has the
tokenready as required in the formal parameter type to the left
of ->. On invocation the type off changes toWindow[icon]
(this is, ready is removed) and on return fromplay again to
Window [ready,icon] (this is, the token to the right of> in the
formal parameter type is added). In the bodpdéy the parameter

w has a tokerready on invocation as well as on return; we can
invokeupdate as often as we want to do so.

Invocations ofblink change argument types: On return from
hx-blink(y) variabley will be of type Window[ready, shown].

In the body ofblink we must invokeiniconify at least once to
ensurew to have the appropriate token on return. We can invoke
x.play(y) andx.blink(y) in any ordering and even concur-
rently because the token sets required frp(as well as the empty
token sets required from) do not overlap.

Parameter passing does not produce or consume tokens.sToken
just move from the argument type to the parameter type orcawo
tion and vice versa on return.

Whenever we introduce an alias (in this case by binding adbrm
parameter to an argument) we perfotype splitting: The tokens
specified in the argument type are split into two groups. fieke
specified in the formal parameter type (to the left of the w&jro
move to the formal parameter while all other tokens remaitén
argument’s type. After return the formal parameter is n@éorin
use. We combine the previously split types again; therekgrs

The example shows how we can easily specify nontrivial con-
straints on method invocations and how clients are forcaatisfy
them. This technique is expressive: We can specify all patzed
trace sets [30]. Clients that hold tokens have got partiairobover
the corresponding object: The client holdibgady is the only one
being able to invokepdate, and the client holdingcon or shown
completely controls whether the window is iconified. Cleenan-
not influence each other in this respect. Moreover, a cliem w
holds any token of a window can prevetitose ever to be in-
voked. This kind of “separation of concerns” works withoutya
knowledge about aliases in the system. We need not know whic
client has control over a concern. This client can even chalyg
namically.

To ensure limited access we usually want to have at most ene to
ken of each name per object. Separation would be weaker ibe h
several tokenseady and possibly several clients invokingdate
in the same window object. As proposed in [29] this approagh s
ports several tokens of the same name in order to expregsdima-
sources (that are not necessarily limited to one; for exaniplffer
sizes) for the purpose of synchronization. For the purpdsdias-
ing control we need no limited resources of this kind. In fraper
we implicitly assume tokens to occur at most once per objee (
is, in the types of all references to the same object).

Explicit result types of constructors play an importanteraol
specifying initial object states:

class MyWindow implements Window { (specified to the right of the arrow) move from the formal paeter
MyWindow[init]l O {}; to the argument.
Assignment resembles parameter passing on method invoca-
} tion: When assigning a reference to a variable where theliari

type specifies tokens, these tokens are removed from threnefs
this is, the tokens move from the assigned value to the Jeriét
the body ofswap the tokenready moves from the parameterto
the instance variabhein. Since the token finally belongs tan, it
cannot move back to the argumenbn return fromx . swap (y).
Types specifying tokens in square brackets frequently gdan
For exampley in the body ofblink is of typeWindow [icon] be-
fore invokinguniconify and of typeWindow [shown] afterwards.
There is no difficulty for a type checker and usually also féwa
3. Howto Distribute Tokens man reader to determine what is the current type of a locélvar
¢ atsome position in the program. However, such type charaesec
troubles on instance variables: There can be independeesses
of the same variable through concurrent threads as wellraagh

An invocation ofnew MyWindow () returns a new instance with a
single tokeninit. Based on this information we can compute the
maximum of tokens for this object available in the whole syst
(see Section 4). SincByWindow does not add tokens to those
inherited fromWindow, there can always be at most amit, or a
ready and either ashown or anicon in the types of all references
to an instance afyWindow.

In the next example we show how to handle tokens in types o
parameters and variables:

class Test { aliases. If one of the clients accessing the variable caokess to
void play (Window[ready -> ready] w) { be removed from the variable, others do not know about tliagé
w.update(...); and can assume the tokens still to be available; there can be-a

w.update(...); expected and undesired duplication of tokens. To avoid puaiy

} lems we require tokens of instance variables to be visibligibwe



can exclude simultaneous accesses through concurreatithaad
aliases. In our example we get uniqueness by requiring tkento
unique onx when executing . swap(y) andx.condUpdate ().t
Static type checking ensures such variable accesses tdumlyac
unique (see Section 4). Furthermore, such variables muberec-
cessed from outside (except though getter and setter ngthodl
course, on return from methods all such variables must haddt t
declared tokens.

As in all Java-like languagesill is an appropriate instance of
each reference type. Since no method is invokable thraugh,
we can assume this special value to be associated with aap.tok
Tokens do not compromise the usenafi 1.

If we have two references of the typ@sndow [ready] and
Window [shown], then it is in general not possible to invokeose
through any of them. However, the following method allowsas
combine the token sets:

Window[ready,shown] comb (Window[ready ->] x,
Window [shown ->] y) {
if (x == y) { return x; }
else { return null; }

}

The method is correct because in this cassdy are known to be
aliases with the common typEindow [ready, shown]. Whenever
we know two variables (or parameters) to refer to the samectbj
(after comparing identity) we assume all tokens belongirayiy of
the two variables to belong to both of them. The essentiaiparst
the conditional statement with an identity comparison aslit®mn;
the rest of this example just gives us a setting where thisrstent
may be useful.

Our approach supports subtyping considering tokens. We giv
just a raw idea of it (see [29, 30, 33] for more complete de-
scriptions): Subtypes specify all (relevant) tokens djetiby
supertypes. HenceédyWindow [ready,shown] is a subtype of
Window [ready], but is not related t@indow[icon] by subtyp-
ing. Methods declared in subtypes have to the leftefat most
and to the right at least those tokens that occur to the lefight
of the arrow in the corresponding method declaration in thes
type. Irrelevant tokens (these are tokens no method depgraiy

need not be considered. As a consequence we can invoke fat leas

each sequence of methods through a reference to an insthace o
subtype that we can invoke through a reference to an ins@inee
corresponding supertype. Supertypes are more restrittare (or
equal to) subtypes.

4. Static Type Checking

Static type checking in our approach is rather simple andbean
performed at a class by class basis (separate compilatwn).
grammers give all information the checker needs by spewifyo-
kens in types and together with methods. The type checkerenus
sure all specified types and tokens to be consistent (whictuch
simpler than inferring information about aliasing or syrarfiza-
tion from a program). It can do so by a single walk through the
code of a class. In detail, the checker has to ensure thenalip
properties:

1. At any time there cannot be several tokens of the same name
for the same objecflo ensure this property we apply a simple
fixed-point algorithm to compute for each class an upper Boun
of token sets that can become available: Initially we haee th
sets of tokens specified in constructors (one set per canstju

1Declaring swap and condUpdate as synchronized is not sufficient be-
cause there is still the possibility of a simultaneous axtie®ugh aliasing.
Requiring a unique token is a stronger condition. It enstiresabsence of
any other client also invoking one of these methods.

We construct further token sets by updating each token set
according to each method where the token set contains all
tokens occurring to the left of> in the method; tokens to
the left of the arrow are removed and tokens to the right are
added. The algorithm terminates if no new token sets can be
constructed this way. Type checking fails if a token set airst

the same token twice. Usually the fixed point is reached dyick
because there are only few different tokens in a class. Since
new tokens can be introduced only by method invocations (as
ensured by the properties mentioned below) this fixed-point
construction is sufficient to ensure that two tokens of theesa
name can never exist for any object.

. Methods are invoked only through references associateld wit

all needed tokenénitially we assume types of variables to carry
tokens as in the variable declarations, and types of pasmet
as to the left of arrows in parameter declarations. Whilekwal
ing through the code according to the control flow we ensure
for each method invocation that the type of the reference the
method is invoked through which contains all tokens ocaogrri

to the left of-> in the declaration of this method. Furthermore,
we update the type of the reference by removing all tokens oc-
curring to the left and adding all tokens occurring to théatig

of the arrow in the method declaration. Whenever the control
flow is split (for example, in a conditional statement) we-per
form these checks for each path separately. At joins of aéver
paths we remove all tokens that do not occur in all correspond
ing types constructed independently in the paths to begoine

. Tokens are not duplicated when introducing aliaséghile

walking through the code according to the control flow we
ensure for each method invocation that types of arguments ha
all tokens occurring to the left of the arrow in the corresting
formal parameter type. These types are updated by remoNing a
tokens occurring to the left and adding all tokens occurting
the right of the arrow in the formal parameter type. For each
assignment of a value to a variable we ensure that the vakie ha
all tokens specified in the type of the variable and removeethe
tokens from the value’s type. At the end of the control flow of
each method and constructor we ensure that

e each parameter has all tokens that occur to the right of the
arrow in the parameter declaration,

e and each instance variable has at least all tokens that occur
in the variable declaration.

. Always at most one method can make use of tokens associated

with an instance variableSuch variables are not directly ac-
cessible from outside the object they belong to which. To en-
sure the absence of simultaneous accesses to each such vari-
able within an object we use the set of methods accessing the
variable and the upper bound of token sets constructed while
checking property 1: If there is no token set in the upper doun
that contains all tokens occurring to the left of the arrofvany

pair of methods in the method set, then these methods cannot
be invoked simultaneously and the variable access is unique

For example, in clasBest (in the previous section) onlywap

and condUpdate accesses the instance variakién. Both
methods haveinique to the left of the arrow. Each of the
four possible method pairs has two tokeind que to the left of

the arrows. The upper bound constructed frbsst contains
only a single token set with a single tokenique. Since no
token set in the upper bound contains two tokefsque, sev-

eral concurrent or overlapping invocations are impossitie

this case (and in many similar cases) we do not need the upper
bound to show this property because we know that no token set
in the upper bound contains the same token twice. Sometimes



the use of upper bounds increases accuracy. For example, in
MyWindow the methodsconify anduniconify cannot be in-
voked simultaneously because no token set in the upper bound
contains botlshown andicon.

The type system is strong and sound in the sense that meth-
ods can be invoked only when objects are in appropriatesstaste
specified by tokens. Essential parts of a corresponding pesobe
found in [29, 30]. To get this result we need not restrictsifig,
and we need no knowledge of aliases (except of local infaomat
about statements possibly introducing new aliases to ermap-
erty 3). This is an important difference to many seemingtyilsir
approaches like the Fugue protocol checker [10].

There is a (still incomplete) implementation of the typeaitex
for a simple language similar to the language we use in tipepa
From early experiences with this checker we see that the type
system is quite good in detecting errors where programmets g
tokens wrong. Wrong tokens in method declarations usuhliyvs
up as diverging upper bounds (as constructed to ensurerprdpe
or cause methods not to be invocable. Wrong tokens in typeseca

methods not to be invocable or references not to be usable as

method arguments. The type checker complains about sumtserr
Concerning type safety it does not matter if tokens are lost o

hidden in the type of unused references. In such casest<igst

do not make use of services offered by objects. To enforeatsli

to make use of services we can extend the type checker assgiapo

in [34] at the cost of flexibility.

5. Dependent Tokens

In this and the following sections we discuss a number of ap-
proaches to improve the expressiveness and flexibility otexh-
nigue. An important step in this direction is to make use akn
relationships between tokens that belong to differentatbje

In the following example we show a possibility to specifyeok
belonging to an instance variable in dependence of tokerlseof
object that contains the variable [33]:

class IconButtons {
Window[icon for down] [shown for up] window;
[down -> up] void pressUp() {
window.uniconify() ;
}
[up -> down] void pressDown() {
window.iconify();
}
IconButtons[up] (Window[shown] w) {
window = w;
}
}

We think of IconButtons as a wrapper for the part ofindow
dealing with icons. The variableindow has one tokericon for
each tokendown known to occur in the corresponding instance
of IconButtons and one tokershown for eachup in the in-
stance. In general, we regard a set of tokens to the lefoafas
available it there exists the set of tokens to the rightef. In
the body ofpressUp we know down to be available at method
invocation andup on return because ofdown -> upl. Hence,
we assumerindow to have a tokenicon on invocation, and we
must ensure thatindow has a tokershown on return. An invo-
cation ofuniconify changes the token appropriately. Because of
[up -> down] specified forpressDown we assumerindow to
have ashown on invocation of this method, and we have to en-
sure the variable to have d@mron on return. On object creation we
must initializewindow with a reference having shown because
the new instance dfconButtons is associated with aip.

Checking for-clauses in instance variable specifications is
straightforward because type safety follows from the awiesion
of this language concept. There is only a small difference/pe
checking as proposed in Section 4: To ensure property 3 wetbav
compute the tokens carried by variables from token spetitita
in methods instead of having them declared directly.

Using classIconButtons we control both buttons in a single
class. Distributing a concern (like controlling the staftéconifica-
tion) over several classes is a much more difficult topic titaurs
in practice. In the next example we show an alternative gwiub
IconButtons based on separate classes for each button:

class ButtonA {
Window[shown for activeA] window;
ButtonB[passiveB for activeA] button;
[passiveA -> activeA] void activate() {...}
[activeA -> passiveA] void press() {
window.iconify();
button.activate();
}
[initA -> activeA]
void init (Window[shown for activeA ->] w,
ButtonB[passiveB for activeA->] b) {

window = w;
button = b;

}

ButtonA[initA]l O {}

}

class ButtonB {
Window[icon for activeB] window;
ButtonA[passiveA for activeB] button;
[passiveB -> activeB] void activate() {...}
[activeB -> passiveB] void press() {
window.uniconify() ;
button.activate();
}
[initB -> passiveB]
void init (Window[icon for activeB ->] w,
ButtonA[passiveA for activeB->] b) {

window = w;
button = b;

}

ButtonB[initB] (O {}

}

The variablesindow carries a tokeshown in ButtonA (andicon

in ButtonB) when the button in active. Otherwise we do not know
any token ofwindow. After pressing the active button we activate
the other button, and the pressed button becomes passigee Th
classes work essentially in the same waylasnButtons once
the objects have been initialized. On invocatiorsetivate the
variableswindow in the two objects implicitly exchange the only
available token. The initialization is the tricky part: Wave to tell
the two objects that they can safely assume to have the okéynto
shown or icon of window when they are active. |ButtonA the
parameter typd@indow[shown for activeA ->] specifies that

w refers to a window carryinghown only while the button is active
(and has no tokens on return framit); this parameter is assigned
to window of essentially the same type. To initialize the objects we
may use the following piece of code:

new MyWindow();
new ButtonA();
newButtonB() ;
.initialize(w,b);
.initialize(w,a);

[o 2 I o B U



The variables occurs in both invocations ahitialize and gives
away its only token to both objects depending on the states of
the objects as specified by thier clause in the formal parameter
type. To ensure this initialization to be correct we havetonsthe
following properties:

¢ The two objects never have the tokers iveA andactiveB at
the same time. Because of two different objects this prgpert
not obvious. Using least bounds of token sets constructed fo
both classes as in Section 4 we can show this property: No
token set constructed froButtonA contains bothactiveA
and passiveA, and no token set constructed fraBnttonB
containsactiveB andpassiveB. Sincebutton in ButtonA
carriespassiveB if there is atokeractiveA, there cannot exist
atokenactiveB at the same time, and analogously Bart ton
in ButtonB. HenceactiveA andactiveB cannot exist at the
same time.

¢ When the other object becomes active, there exists the mken
window needed by the other object. This meanimdow must
carry atokenicon (or shown) at the end of each method where
activeA (or activeB) occurs to the left of the arrow and does
not also occur to the right.

Because these checks are ad hoc and compromise separateeomp
tion, itis an open question whethesr clauses in formal parameter
types shall be supported or not.

6. Valuesas Tokensand Tokensas Values

Dependent tokens are safe and (withoot clauses in parameter
types) easy to handle where they are appropriate. Howeveany
situations we need more freedom. Especially, we want tde étee
availability of tokens to values in variables. In the nexample we
show how to establish such relationships:

class SwapButton {
int state;
Window[icon if state < 0]
[shown if state > 0] window;
[unique -> unique] void press() {
if (state < 0) {
window.uniconify() ;
state = 1;
}
else if (state > 0) {
window.iconify();
state = -1;
}
}
SwapButton[unique] (Window[shown] w) {
window = w;
state w == null 7 0 :

1;

}

The variablewindow is associated with a tokeficon if state
holds an integer value below zero, and wilown if the value is
larger than zero. There is no token for zero. Before we caremak
use of these tokens we have to ensure corresponding corglitio
(considering the value oftate) to be satisfied. After changing
tokens associated withindow we must updatetate.

This approach to relate tokens with values raises a largdaum
of problems:

e Tokens are allowed to depend only on side-effect-free condi
tions that read only instance variables of the object. Saeh v
ables likestate must not be written from outside, and there
must not exist aliases of them. Otherwise it would be impos-

sible to keep results of evaluating the conditions synaaszh
with the available tokens. In the programming language Ada
we have similar requirements on conditionsiiren clauses be-
longing to protected types (Ada’s notion for monitors) [16]

The compiler must be able to determine whether conditions
specified in square brackets correspond to other occusence
of the same conditions in conditional statements. Usuaky t
compiler can determine only structural equivalence. Theeafis
named conditions (based on name equivalence) can be helpful
in this respect. For example, we define a parameterlessdmwole
function that implements the condition and invoke this fiorc
instead of using the condition directly. This way it is eagy t
determine equivalence of conditions.

On return from a method that changes tokens of variables-or as
signs new values to variables likeate we have to ensure to-
kens and variable values to correspond to each other. Weccan d
so by checking the conditions. In general, we can perforeehe
checks only at run time and thereby lose static type safety. T
avoid this problem we restrict values assigned to varialites
state (where conditions depend upon) to be constant. In this
case we can perform the checks at compilation time and keep
static type safety. This restriction reduces the expregsiss,

but tokens depending on values are still quite expressive.

Each of these problems can be solved (although the first and
the last one are serious) and dependence of tokens on valass d
not compromise static type checking. However, since we need
rather heavy machinery, we may prefer to use another approac
that allows us to express more directly what we want to have:

class SwapButton2 {
Window[?] window;
[unique -> unique] void press() {
if ([icon]window) {
window.uniconify(); }
else if ([shown]window) {
window.iconify(); }
}
SwapButton2[unique] (Window[shown] w) {
window = w;
}
}

The question mark in the declarationwifndow states that we do
not know statically which tokens will be associated with tlaei-
able. The tokens associated withmdow are stored in an implicit
variable. An expression of the form. . .Jwindow returns true if
this implicit variable contains all tokens specified in trguare
brackets. In the body gfress we dynamically check ifrindow

is associated withcon or shown and make use of the found token.
On return from the method (as well as from the constructog) th
tokens ofwindow are automatically stored in the implicit variable.

Up to now we regarded tokens to be a purely static language
concept. The approach takenSnapButton2 handles tokens dy-
namically. Nonetheless we can ensure static type safelyutiainy
difficulty because types are split and updated in the sameaway
the purely static concept. By storing tokens in implicitightes
(not directly modifiable by the programmer) we avoid the diffi
ties we have to address in the approach takewépButton.

The implicit variable inSwapButton2 corresponds essentially
to state in SwapButton. These two classes differ mainly in the
syntax. In the approach @fiapButton we can use state informa-
tion also for purposes not related to tokens, while the sqpref
SwapButton2 requires less program code and is simpler to check.
Using tokens as values as well as letting tokens depend aewal
adds much flexibility to the whole language concept.



7. TypeParameters

Tokens encoded into types and changes of types cause altifficu
together with homogeneous genericity as in Java: Each use of
type parameter refers to the same type while we often wamefféo r
to types with different token sets, and we have to considesre

to avoid unexpected token duplication. We need some natédio
express tokens for type parameters. In the next example ove sh
our first approach where we use essentially the same nottifor
types:

class IconList<W extends Window> {
[i -> i] void add (String s, Wlicon] w) {...}
[i -> s] void uniconifyAll () {...}
[s -> s] W[shown] delete (String s) {...}
[s -> s] W get (String s) {...}
IconList[i] O {2
}

An instance ofIconList<MyWindow> can be used as expected:
We can add objects of typgyWindow [icon], cause all added win-
dows to become uniconified, and delete uniconified windoves an
thereby get back instances BfWindow [shown]. An invocation

Each client can invokeress without needing a token. Several si-
multaneous invocations will be synchronized and executeghy
sequential ordering. In this respect the use of dynamicnmke-
sembles that of “synchronized” in Java. However, we comgigle
cursive invocatiorfsof press as erroneous while recursive syn-
chronized methods are supported. Unfortunately, ther® isasy
way to statically determine indirect recursive invocati@specially
together with separate compilation. We can detect erranesur-
sive invocations practically only at run time as deadlocks.

Dynamic tokens are not as useful in controlling aliasinghay t
seem to be at a first glance. A client does not get unique access
for some concern for a sequence of invocations — just for glesin
invocation. In simple cases (like ensuring unique accessvari-
able carrying tokens) dynamic tokens give us more flexibditthe
cost of lost static safety and lost control over effects @fsihg. As
we can see from dynamic tokens there is a fundamental diifere
between conventional synchronization and limiting the&f of
aliasing although these concepts are related. Synchtanizs a
much weaker concept.

9. Related Work

of get cannot return any token because the returned instance of The work presented in this paper is closely related to potgses
MyWindow remains in the list where the token still is needed. The [27, 29, 30], a type concept where we express synchronizatio

compiler would complain if we tried to return the token andheg
same time keep it in the list.

However, for types likeIconList<MyWindow[readyl> this
approach is inappropriate. The type param@terust not carry to-

types of active objects and in types of references to actijects.
Process types were developed as abstractions over exessi
object-oriented process calculi like Actors [1] and bulé formal
basis of the present work. Static type checking ensuresiihagc-

kens becausget cannot return any reference associated with to- ceptable messages can be sent and thereby enforces resyrired

kens as explained above. Otherwise we would implicitly thapé
tokens and destroy type safety.

If we need type parameters carrying tokens, we must dedlare t
parameters with a question mark to make our intention clear:

class IconList<W[?] extends Window> {...}

In this variant the compiler complains about possible tottepli-
cation inget.

chronization. Process types allow us to specify nearlytrantyi con-
straints on the acceptability of messages: We can spetiyedix-
closed trace sets, type equivalence is based on trace-sisteq
lence, and subtyping on trace-set inclusion [28]. A notabased
on tokens helps us to keep static type checking as well asl-deci
ing type equivalence and subtyping simple [29, 30]. The gssc
type concept considers types to be partial behavior spatidits
[19, 20] especially useful in specifying the behavior ofteaire

In Java we have no access to types substituting type paramete components [4, 18, 25].

at run time. Therefore, it is most natural to keep also toketisese
types invisible. In languages with run-time support of gésity

Recent work regards process types as a synchronizatioefpbnc
in Java-like object-oriented programming languages [21,33].

(like C#) we regard tokens associated with type parameters a This work adds a further dynamic level of synchronizationilevh

being stored in an implicit variable. Then, we can use thddzoo
expression[ready]Ww to dynamically determine if each instance
of W is associated with a toketready in a similar way as we did
in SwapButton2. As a special case we can uEEW to ensure in
methods likeget no token to be associated with

8. Dynamic Tokens

A simple and seemingly still powerful approach to furthergase
flexibility introduces a dynamic pool of tokens into eachesttj We
differentiate between static tokens (used so far) and diaenikens
stored in dynamic pools. Dynamic tokens required on imvonat
(this is, dynamic tokens to the left 6> in brackets associated

keeping the completely static level of (required) synciration.
To control aliasing we need mainly the static level.

There are several approaches similar to process types. Some
approaches ensure subtypes to show the same deadlock drehavi
as supertypes, but do not enforce message acceptabilit2fl4
Other approaches consider dynamic changes of message-accep
ability, but do not guarantee message acceptability in adles
[8, 9, 35]. Few approaches ensure all sent messages to hat-acce
able [17, 23]. There is essentially the same idea behind #ie w
known work on linear types [17] based on thecalculus [21] and
process types based on an Actor-like model. However, shmet
is no natural notion of message acceptability in thealculus as
in the Actor model, static checking of linear types has tospne¢

with methods) are taken from the dynamic pools of the objects deadlocks and (therefore) is much more restrictive thackihg

the methods belongs to (not from references to them). Omrretu

of process types that can ensure message acceptabilityutjihe-

dynamic tokens are added to the pools, not to references. If aVventing deadlocks.

required dynamic token is not available on invocation, tkies
invocation is delayed until the token becomes available Main
purpose of dynamic tokens is synchronization [31, 33].

In this paper we prefix dynamic tokens wighto distinguish
them syntactically from static tokens. By replacingique in our
SwapButton example with a dynamic token we get:

[$unique -> $unique] void press O {...}
SwapButton[$unique] (Window[shown] w) {...}

The Fugue protocol checker [10, 11] uses a different approac
to specify client-server protocols: Rules for using iraeds are
recorded as declarative specifications. These rules catrthienor-
der in which methods are called as well as specify pre- antt pos
conditions. Tokens in this protocol checker represent stgies.
Other than in our approach, they can be used only for unidfee-re

21n general, this restriction applies to invocations of adithrods that require
the same dynamic tokens, not just recursive invocationiseodfame method.



ences. Since there is no concept resembling type spligisig(our
approach), the Fugue protocol checker cannot staticafiyrenall
methods to be invoked in specified orders at the presencéasf al
ing. In these cases the checker introduces pre- and poditions
to be executed at run time. Hence, our approach can stgtea|

sure type safety in many cases where the Fugue protocol @heck
can perform only dynamic checks. There is a number of further

similar approaches to express (abstract) object statgpés tand
check protocol compatibility [6, 7, 36, 37, 38].

Several programming languages [5, 13, 26] were developed

based on the Join calculus [14]. For example, in Polypho#i§ST
we combine methods likeut andget in a buffer to a chord to be ex-
ecuted as a single unit. Clients can see how methods in a enerd
synchronized. Since only one method in a chord is executed sy
chronously and all other methods are asynchronous, onbifgpe
forms of synchronization are supported. CommunicationalyP
phonic C# and similar languages resembles that of the rendsz
concept while (dynamic versions of) process types extendi-mo
tors. There is no way to constrain method invocation secggens

with process types, and there is no obvious way to use chards i

controlling aliasing.

Synchronization with tokens has a long tradition: PetriNet
have been explored for nearly half of a century as a basisref sy
chronization [22]. In general, expressing object statesilimtract
tokens often has clear (both practical and theoreticalpathges
over expressing them more concretely by values in instaade v
ables: Tokens are much easier tractable than concrets sispe-
cially when used in types. Many proposals use tokens to espre
abstract object states [6, 10, 37].

The major contribution of this paper is to explore procepesy
from the perspective of aliasing control. Different fronmlesa work

on process types we assume each token to occur at most once in
a system. As a consequence we get clear separation of cepcern

better error detection from static type checking, and mesetillity
in specifying tokens associated with instance variablepeddent
tokens distributed over several classes as well as values as

tokens and tokens depending on values have not been catbider

so far in the context of process types.

10. Conclusions

The basic approach to limit effects of aliasing is simpleje@ts is-
sue tokens, and clients need tokens to interact with objaatkent
holding a token gets exclusive access to the object thagdsthe
token for the concern associated with the token because éxést
only one token for this concern in the whole system. Stafpety
checking ensures that methods can be invoked only in spesifie
guences by clients holding the required tokens. We applynzben
of techniques to manage tokens in more or less complicateal- si
tions to increase the flexibility of this approach. For extanpith
dependent tokens we safely specify tokens to be availalotnér
tokens are available, and with specific boolean expressienget
dynamic access to (otherwise static) tokens. We also éetscime
cases where this concept causes difficulties or reachenits:|
Access to instance variables carrying tokens must be axelude-
pendent tokens distributed over several objects are diffiatnan-
dle, and dynamic tokens (which are quite useful for synciaesn
tion) do not help much for our purpose. Nonetheless, we @jrea

have a number of techniques to avoid most cases of undesirabl

effects of aliasing while we need not restrict aliasing lsglit.
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