Centralized/Federated/P2P?
CIoudCaIyps Centralized

+ good funding, robust hardware and attack protection
building a social network on/tepiof ne ) E. - lacks privacy, honeypot, captive, EOL at whim of CEO
and importing your existing'de 3 / - diverse global censorship, possible toxic business model
/ Federated
+ not captive, small business models
+ regional censorship (nodes blacklisted, e.g. Lolicon Mastodon nodes)
- poor funding, underpowered hardware/attack protection
- lacks privacy, EOL of nodes at whim of node admin
Peer2Peer
+ Full control over your node, good privacy
Development funding? Otherwise cheap
non-existend censorship (attracts censorship refugees)
- Full responsibility for your node

Bernd Paysan

EuroForthi2019, Hamburg
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Motivation Right to data portability

Art. 20 GDPR

The data subject shall have the right to receive the personal data concerning him or her, which he or she has
provided to a controller, in a structured, commonly used and machine-readable format and have the right to
transmit those data to another controller without hindrance from the controller to which the personal data have

been provided, where:
(a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on a
Bad Gateway contract pursuant to point (b) of Article 6(1); and
Internetkurort (b) the processing is carried out by automated means.
2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have the right to

have the personal data transmitted directly from one controller to another, where technically feasible.

The exercise of the right referred to in paragraph 1 of this Article shall be without prejudice to Article 17. That
right shall not apply to processing necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller.

The right referred to in paragraph 1 shall not adversely affect the rights and freedoms of others.
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6 Years after Snowden Google+ JSON Takeout 5

What changed? )
“https://takeout.google.com/settings/takeout
Politics
EU parliament wants upload filters Q B Somaommnie,
EU parliament taxes the link (instead: “right”) felel
EU parliament wants filtering “terrorist contents” 288
Germany wants a Cyberadministration like CAC (Medienstaatsvertrag) Jelefelel
Tor- and VPN-ban planned jefefelele] GocgieoKrste
Seehofer plans reveal-your-password law jefefelelele] P
And he wants Alexa's “tapes” & disable E2E encryption [2] fRARRAR
TR e erage oo n natie n Goager

rmate

The ECHR ruled that GCHQ's dragnet surveillances violates your rights
net2o becomes more and more usable

Cloud[o]Calypse Google+ JSON Takeout 5

something went terminally wrong in a cloud [3]

~/Downloads/Takeout/Stream in Google+/Beitrége> cat '20181101 - +++ #net2o Import von
Google+_ Avatare_.json’'

Clouds failing
Microsoft bought github (install gitlab-ee)
Dropbox dropped Linux client (except ext4 unencrypted)
Facebook: Cambridge Analytica scandal+many API holes [4]
Google+ closed due to possible leak (both users affected)
tumblr deleted all porn (remains: 1% contents)
Can't date on Tinder, dating violates Facebook’s policy

"url": "https://plus.google.com/+BerndPaysan/posts/P6CiHfAIgpy", H
"creationTime": "2018-11-01 17:51:40+0100",
"updateTime": "2018-11-01 17:51:40+0100",
"author": {
"displayName": "Bernd Paysan",
"profilePageUrl": "https://plus.google.com/+BerndPaysan”,

"avatarImageUrl": "https://1h3.googleusercontent.com/a-/AN66SAyasgoOyZqge
kQqoDpoFmrBKAL13N1-jLFUel43iAg\u@@3ds64-c",
"resourceName": "users/114020517704693241828"
}

"content": "\u003cb\u@03e+++ \u0O3c/b\u003e\ude3ch\uoe3e\uoo3ca rel\uoe3d\"nofollow\
class\u003d\"ot-hashtag bidi_isolate\" href\uee3d\"https://plus.google.com/s/%23net20/posts

Root causes
toxic ad-based revenue model
user+password authentication
your data is on someone else’s computer

Ad-based business = toxic? s Google+ JSON Takeout 5

« Incentive to keep you on the site

+ Best way to keep you: controversial discussion ~/Downloads/Takeout/Stream in Google+/Beitrage> cat '20181101 - +++ #net20 Import von
(no dislikes to force you to comment if you don't agree) ?Ooglet Avatare_.json'
+ Incentive to make you §a5|ly manipulated "url": "https://plus.google.com/+BerndPaysan/posts/P6CiHfAIgpy", H
«  Worst “fake news” are indeed the ads themselves "creationTime": "2018-11-01 17:51:40+0100",
+ Incentive to gather all kinds of information to target ads to you ed. con/3 "updateTime'": "2018-11-01 17:51:40+0100",
+ Make you post about your private things ARE Y0U CONING T BED? aff;';‘s’;l;y’game"_ S —
. P N . I CANT THIS B
+ Incentive for participants to do influencer marketing i P "profilePageUrl": "https://plus.google.con/+BerndPaysan”,
4
Beware: applies to journals and TV, too J wﬁf&%ﬁ "avatarImageUrl": "https://1h3.googleusercontent.com/a-/AN66SAyasgoOyZqge
1 kQqoDpoFmrBKAL13N1-jLFUel43iAg=s64-c",
@ "resourceName": "users/114020517704693241828"
P }
"content": "<b>+++ </b><b><a rel=\"nofollow\" class=\"ot-hashtag bidi_isolate\" href=
"https://plus.google.com/s/%23net20/posts\" >#net20o</a></b><b> Import von Google+: Avatar




Facebook JSON takeout

~/Downloads/Facebook/posts> cat your_posts.json

"status_updates": [

"timestamp": 1539297571,
"attachments": [

"data": [
"media": {
"uri": "photos_and_videos/videos/10000000_1829816733782306_

2429950629012045824_n_16215835485911416.mp4",
"creation_timestamp": 1539297649,
"media_metadata": {
"video_metadata": {
"upload_timestamp": O,

Status

+ Bulk importer for Google+

+ o+

Album viewer
Movie player

Bulk importers for Facebook/Twitter/Blogger/etc.
Use avatars to display users's ID
Markdown renderer

- Key handover to contact in net2o world (temporary keypair)
+ Mark imported keys as not trustworthy

Twitter JSON takeout

~/Downloads/Twitter> cat tweet.js
window.YTD.tweet.part® = [ {

"retweeted" : false,

"source" : "<a href=\"https://mobile.twitter.com\" rel=\"nofollow\">Twitter Lite</a>"
"entities" : {
"hashtags" : [ ],
"symbols" : [ ],
"user_mentions" : [ {
"name" : "daimbagi01",
"screen_name" : "marco_keule",
"indices" : [ "o", "12" ],
i : "3353806857",
3353806857"

: "Karl Lauterbach",
"screen_name" : "Karl_Lauterbach",

The non-technical problems

« Getyour contacts over to net2o
« How to make a social network a nice place?
« Funding of net20?

Blogger Atom feed takeout o

~/Downloads/Takeout/Blogger/Blogs/Bernds Blog> cat feed.atom
<?xml version='1.0' encoding='utf-8'?>

2018'>
<id>tag:blogger.com,1999:blog-408168245790957392</id>
<title>Bernds Blog</title>
<entry>

<id>tag:blogger .com, 1999:blog-408168245790957392 . post -94038096732765326</1d>
<blogger:type>P0ST</blogger :type>
<blogger:status>LIVE</blogger:status>
<author>
|

<feed xmlns='http://www.w3.0rg/2005/Atom' xmlns:blogger="' http//schemasgooglecom/blo(J

<name>Bernd</name>
<uri>https://plus.google.com/114020517704693241828</uri>
<blogger : type>BLOGGER</blogger : type>

</author>

<title>Nach Suzhou</title>

net2o: things to do

The incomplete list of incomplete things:

Shorter connection setup with NAT traversal
Two-stage DHT to separate identity from queries

GUI-only operation must be possible

1
2.
3. Complete the payment system (+ add support for ticket systems)
4
D!

Markdown to presentation converter

&

Things needed for import «h

JSON parser, XML parser, HTML parser
JSON/XML schemas for all those exports

HTML to Markdown converter

Downloader for missing parts (e.g. avatar photos)
Temporary secret keys for all those other authors

Bernd Paysan
Stefan Krempl

Information
is beautiful

Marvin Strathmann

Literatur & Links

net2o fossil repository

https://net2o.de/

Innenminister Seehofer wiinscht sich digitale Wanzen im Wohnzimmer

#https://heise.de/-4449720

World's Biggest Data Breaches & Hacks

#https://informationisbeautiful.net/visualizations/

worlds-biggest-data-breaches-hacks/
Hallo Mark, viel Spaf$ mit Deinen Erinnerungen auf Facebook 2018

#£https://heise.de/-4254681

Social Networks in net2o0 ‘é’!

Texts as markdown
Images JPEG, PNG
Movies mkv/webm
Timeline Chat log with link to DVCS project
Posting DVCS project, keeping data+comments together
DVCS project Chat log with link to patchsets/snapshots
Reshare Fork+added posting+log message in own timeline
Comment Fork+added posting+pull request
Likes Chatlog messages directly in DVCS project




